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Introduction

The secRMM Excel AddIn is a “Microsoft Office Excel Document AddIn”. It works with all versions of
Office from Office 2010 or better. Using Excel against the secRMM event log data makes it easy to
analyze the data interactively and to create reports. The secRMM Excel AddIn can be used to view the
secRMM event log data for just a single computer or for all the systems running the secRMM solution
(i.e. secRMMCentral) in your environment.

The “Microsoft Office Excel Document AddIn” technology is provided by Microsoft to allow their Office
suite to be customized to meet a specific task. It is a very powerful Microsoft technology. If you follow
the steps in this document, it should take no more than 20 minutes to be up and running.

Please follow the steps in the next section to begin the installation.

Installation

If you have not already done so, please install Excel 2010 or better.

Prerequisites

The following Windows feature must be installed:
1. Microsoft .NET Framework 3.5

If you are running in an air-gapped/SCIF environment and therefore have a Windows installation
CD/DVD, please follow the instructions at:
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/deploy-net-
framework-35-by-using-deployment-image-servicing-and-management--dism?view=windows-
11 and follow the section titled ‘Using DISM with no Internet connectivity’

The following 2 Excel features must be installed in addition to the base Excel product:
1. “.Net programmability support” and
2. “Visual Basic for Applications”

Note: “.Net programmability support” is a default feature so if it is not installed, you should check with
your security department as to why it has been disabled intentionally before you enable it.

Note: “Visual Basic for Applications” is not used by the secRMM Excel AddIn, however, it is required by
the Excel Addin Framework.

Start Excel in Administrator Mode

Whenever you want to use the secRMM Excel AddIn, you must start Excel using “Run As Administrator”
mode. The easiest way to do this is to execute a “Command Prompt” session using “Run As
administrator”. To get the “Run as administrator” option displayed, right mouse click on the “Command
Prompt” menu item.
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O Microsoft Visual Studio 2010

o
Command Prompt O

ﬁ= Event Viewer ' Run as administrator

_ Pin to Taskbar

J# Computer Management Pin to Start Menu

Rermowe from this list

Properties

Control Panel

ﬁ' Microsoft Word 2010
Devices and Printers

E:—"I Microsoft Excel 2010
Default Programs

Adrministrative Tools

Help and Support
P All Programs

| Search programs and files = | ﬁ Shut down e

1 - Invoke the "Command Prompt" in "Run as administrator" mode

From the “Administrator: Command Prompt”, run EXCEL.EXE.

BN Administrator: Command Prompt |£|E‘éj

C:»Program Filez“Microsoft Office 0fficel4>EXCEL.ERE

2 - Calling EXCEL.EXE from a "Command Prompt" in "Run as administrator" mode

Once Excel is open, perform the following steps below. You only need to perform these steps one time.
In other words, when you close Excel and then open it again, the settings you set in the steps below will
be set.
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Set Excel security settings

I R O I‘ From the “Excel File” menu, select “Options”.

Home I

=l save
B save As
[ Open

[ Close

Recent

New

Print

Save & Send

Help

:] Options

Ed Exit

3 - Excel Options
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7

Excel Options © | From the “Excel Options” menu, select “Trust Center”.

General

Formulas
Proofing

Save

Language
Advanced
Customize Ribbon

CQuick Access Toolbar

Add-Ins
Trust Center

4 - Excel Trust Center

Excel Options re = m

General
@ Help keep your documents safe and your computer secure and healthy.
Formulas
Proofing Protecting your privacy
Save Microsoft cares about your privacy. For more information about how Microsoft Excel helps to protect your privacy, please
see the privacy statements.
Language . .
Show the Microsoft Fxcel privacy statement
Advanced Office.com privacy statement

Customer Experience Improvement Program

Customize Ribbaon

Quick Access Toolbar Security & more

Addns Learn maore about protecting your privacy and security from Office.com.

Microsoft Trustworthy Computing

Trust Center

Microsoft Excel Trust Center

The Trust Center contains security and privacy settings. These settings help keep your

computer secure, We recommend that you do not change these settings. Trust Center Settings...

5 - Excel Trust Center Settings

Click the “Trust Center Settings...” button in the lower right hand corner of the “Excel Options” window.

Excel Trusted Locations
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Trust Center From the “Trust Center” Options menu, select “Trusted Locations”.

Trusted Publishers

[ Trusted Locations

Trusted Documents
Add-ins

ActiveX Settings
Macro Settings
Protected View
Message Bar
External Content
File BElock Settings

Privacy Options

6 - Excel Trusted Locations
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Trust Center [ ? &J

Trusted Publishers
Trusted Locations

Trusted Documents

Trusted Locations

‘Warning: All these locations are treated as trusted sources for opening files. If you change or add a location, make sure
that the new location is secure.

Path Description Date Modified
Add-ins -

User Locations
ActiveX Settings Do hsecRMMtesting\secRMMClickOnceTesting, &/26/2011 4:09 PM

aonyAppData\Roaming\Microsoft\Templates),  Excel 2010 default location: User Templates
Jdles (x86)\Microsoft Office’\Officel 4\ WLSTART, Excel 2010 default location: Excel StartUp
MuoAppData\Roaming'\Microsoft\Exce\WLSTARTY  Excel 2010 default location: User StartUp

Macra Settings

Protected View ‘Program Files (x86)\Microsoft Office'Templates', Excel 2010 default location: Application Templat...
Mooiles (MBe)\Microsoft Office\Officel\STARTUPY,  Excel 2010 default location: Office StartUp
Message Bar Ci\., Files (xB6)\Microsoft Office\Officeld\Library’,  Excel 2010 default location: Add-ins

Bxernal Content Policy Locations

File Block Settings

Privacy Options

Path: D:\Projects\Squadra‘secRMMitestingtsecRMMClick OnceTesting',
Description:

Date Modified: &/26/2011 4.09 PM
Sub Folders: Disallowed

Add new location... [ Bemaove ] [ Modify...

|:| Allow Trusted Locations on my network (not recommended)
|:| Disable all Trusted Locations

QK l [ Cancel

7 - Excel Trusted Locations dialog

You have to save the excel file for secRMM (named secRMMExcelWorkBook.xslx) to one of the paths in
the “Trusted Locations” list. So you can either add a new path (by clicking the “Add new location...”
button) to the trusted locations list or just use one of the existing trusted locations paths already in the
trusted locations list. Remember the path you chose in this step because when you download the
secRMMExcelWorkbook.xsIx Excel file from the Squadra Technologies web site (performed in a step
below), you will want to save it to the path you chose in this step.

One very important decision about selecting the “Trusted Locations” path for the
secRMMExcelWorkBook.xslx is integration with the secRMM Microsoft Management Console (MMC). If
you add your “Trusted Locations” path as the AdminUtils subdirectory of secRMM (if you installed
secRMM to the default directory, this will be C:\Program Files\secRMM), then you can directly launch
the Excel (and the secRMM Excel AddIn) right from within the secRMM MMC. Therefore, you will add
C:\Program Files\secRMM\AdminUtils to the Excel “Trusted Locations”. This is shown in the
screenshot below.
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;§' Computer Management
File Action View Help
= zm @

;{' Computer Management (Local
v m Systemn Tools
3 @ Task Scheduler
» Event Viewer
@ secRMM
» i Shared Folders
» ¥ Local Users and Groups
3 @ Performance
:.'.-_ Device Manager
v 23 Storage
i Disk Management
> _-?{3 Services and Applications

{ >

Computer Configuration

Name

AllowBit LockerOnly

Allowed Directories
AllowedFileExtensions
AllowedIntemallds

Allowed Programs

Allowed SeralMumbers
Allowed Users
BlockCDROMANDDVDWrites
BlockOffice MacrosOn Device
Block ProgramsCnDevice
EnableRMS
FailWrite f SourceFile Unknown
HashAlgorthm
Install Date Time
LogSecurityEvents AsFailures
LogWhite Details
ManitarCDROMANdDWD
MaonitorFloppyDrive
Prefpprove SafeCopy
Require Smart PhoneLogin
ScanDevice
SCCMConnection

SendEmail

SNMP

Syslog

Version

L4

Value \

on

01/03/2017 10:18:52
on

an

SCCMR2

5500

Figure 8 - Integrating the secRMM Excel AddIn into the MMC Console

Excel Macro Settings
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Trust Center

From the “Trust Center” Options menu, select “Macro Settings”.

Trusted Publishers

Trusted Locations

Add-ins

ActiveX Setting

Trusted Documents

Macro Settings

Message Bar

External Content
File Block Settings

Privacy Options

9 - Excel Trust Center Macro

Settings

Trust Center

Trusted Publishers
Trusted Locations
Trusted Documents
Add-ins

ActiveX Settings

Macro Settings

() Disable all macros without notification
@ Disable all macros with notification
) Disable all macros except digitally signed macros

) Enable all macros [not recommended; potentially dangerous code can run)

Macro Settings

l Developer Macro Settings

Protected View
Message Bar
External Content
File Block Settings

Privacy Options

Trust access to the VBA project object model

10 - Excel Trust Center Macro Settings dialog
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You have to check “Trust access to the VBA project object model” last checkbox on “Macro Settings”
tab. The secRMM Excel AddIn does not use VBA Macros but the Excel AddIn Framework does.

Once you have performed the steps above, exit Excel (this will save the changes you just made). Now
start Excel again in Administrator mode to perform the steps in the next sections.

Download the xlIsx file from the Squadra Technologies web site

Now go to the Squadra Technologies web page
http://www.squadratechnologies.com/Products/secRMM/secRMMDownloads.aspx.

On this web page, please fill in your email and click submit. You will be redirected to the download
page. On this page, please click the “Additional optional downloads”. On that page, click the
“secRMMExcelAddIn” link. You will now be on the secRMM Excel AddIn download page. Download the
Excel Workbook into the path you specified in the “Excel Trusted Locations” section above.

Please select a link(s) from the list below.

Item Download link

Excel 2010 secRMM
Workbook

secRMMExcelWorkbook xlsx

secRMMExcelAddinAdministratorGuide. pdf
Administrators Guide left click to view online
right click and then "Save As" to download

11 - secRMM Excel Addin web site download page

Opening secRMMExcelWorkbook.xIsx for the first time

When you open the secRMMExcelWorkbook.xlsx for the first time, the Excel program will need to install
the Microsoft Office Excel AddIns.

Microsoft Office Excel AddIns use the following Windows components:
1. Microsoft .NET Framework 4.5 (x86 and x64)
2. Microsoft Visual Studio Tools for Office Runtime (x86 and x64)

You will see the following screenshots below. Don’t worry if one of the screenshots is not shown for
your installation, this means that the Windows component is already installed on your computer.
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6 secRMMExcelWorkbook Setup

Far the following components:

Microzoft MET Framework 4 Client Profile [xB6 and x64]

Pleaze read the following license agreement. Press the page down key to

-

zee the rest of the agreement.

MICROSOFT SOFTWARE
SUPPLEMENTAL LICENSE TERMS

MICROSOFT .NET FRAMBEWORK 4 FOR
MTCROSOFT WINDOWS OPFRATTNG

=] | Yiew ELILA far printing

Do you accept the termz of the pending License Agreement?

[f you chooze Don't Accept, install will cloge. To install you must accept
this agreement.

Dan't Accept

12 - Installing Microsoft .NET Framework 4 Client Profile (x86 and x64)
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5 secRMMExcelWorkbook Setup

Far the following components:;

Microzoft Yizual Studio 20010 Toolz for Office Runtime [x86
and x64]

Fleaze read the following license agreement. Press the page down key to
zee the rest of the agreement.

lMICRDSDFT SOFTWARE LICENSE i’
TERMS

MICROSOFT VISUAL STUDIO TOOLS
FOR. THE MICROSOFT OFFICE SYSTEM
(VERSION 4.0 RUNTIME)

5] | Wiew ELILA for printing

Do you accept the termz of the pending Licenze Agreement?

[f you chooze Don't Accept, install will cloze. Toinstall pou must accept
thiz agreement,

Aocept | | Dian't Accept I

13 - Installing Microsoft Visual Studio Tools for Office Runtime (x86 and x64)

% secRMMExcelWorkbook Setup

;-_25 Setup muzt reboot before proceeding.

Chooze ez’ to reboot now ar 'Ma’ ta manually reboat [ater.

14 - Reboot dialog if no .NET 3.5 found

If you get this window, reboot the computer by clicking the Yes button.
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Open File - Security Warning

Do you want to run this file?

Mame: setup.exe
Publisher: Squadra Technologies

Type: Application
From: (CADOCUME1 ADMINI~1 L OCAL S~ 1\ TemplySDA. ..

¥ always ask before opening this file

ilic While filez fram the Intermet can be uzeful, thiz file type can
g potentially karm your computer. Only rin zoftware from publizhersz
wou trust, What's the nigk?

15 - Restarting install after reboot

Microsoft Office Customization Installer

Installing Office customization

Flease wait as this could take several minutes,

Mame: secRMM ExcelWarkboak

hitkps [ v, squadratechnologies, com)'StaticContentProduckDownload Exc

F 3
rom elf201 0fsechMMExcelWorkbook, wstao

Retrieving Office customization informakion, ..

16 - Download from web site
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Microsoft Office Customization Installer

Publisher has been verified

Are wou sure you wank o inskall this custamizations

MName: secRMM ExcelWorkbook

hkkps [ v, squadratechnologies, cam)'SkaticConkentfProductDawnload
[Excelfz2010/secRMMExcelmiorkbook, wsto

Publisher: Sguadra Technologies

From:

harm wour computer, IF wou do nok trusk the source, do not install this software, Maore

@ While Office cuskomizations from the Internet can be useful, they can potentialky
Information. ..

19 - Starting Microsoft Office Customization Installer

Microsoft Office Customization Installer

Installing Office customization

Please wait as this could take several minukes,

Mame: secRMM ExcelWorkboak

htkp: [ squadratechnologies . com)'SkaticContentProduckDownload) Exc

F B
rom elf2010/secRMMExcelWworkbook, wsko

Downloading cuskamization files. .. (0,33 af 0,33 ME)
. ]

Cancel

17 - Downloading from web site
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':z) Installing Microsoft Visual Studio 2010 Tools for Office Runtime (<86 and x64)...

18 - Installation progress bar

Microsoft Office Customization Installer

The Microsoft Office customization was successfully installed.

Mame: secRMM ExcelWorkboak

hitkp: [ squadratechnologies . com)'SkaticContentProduckDownload) Exc

F B
rom elf2010/secRMMExcelWorkbook. wsko

Close |

19 - Successful installation message

Initializing secRMMExcelWorkbook.xlIsx

If the secRMMExcelWorkbook.xlIsx opens in “Protected View”, please click the “Enable Editing” button.

Action Edit CD Floppy Help

IE“ H £) Lt |7 secRMMExcelWorkbook.xlsx [Protected View] - Microsoft Excel non-commercial use o B 2R

Haome Insert Page Layout Formulas Data Review View bl e o B ER
0 Protected View  This file originated from an Internet location and might be unsafe, Click for more details. Enable Editing b

Al - fe | v

A B C D E F G H 1 J K L M N -

1
2
E

20 - Enable Editing within Excel

The secRMMExcelWorkbook will now initialize. Once the secRMMExcelWorkbook completes its
initialization, row 2 of the active Worksheet will have the secRMM header and the secRMM Ribbon
(toolbar) will be displayed above the Worksheet area. You are now ready to begin using the
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secRMMExcelWorkbook. Please continue on to the section below titled “Using the secRMM Excel
AddIn”. If you do not see the secRMM header in row 1 of the active Worksheet and/or you do not see
the secRMM Ribbon, please review the Troubleshooting section directly below.

File  Home  Insert  Pagelayout  Formulas  Data  Review  View  Developer ~secRMM  Help  Team O Tell me what you want to do 1 share ¥ Comments
secRMM [ SCCM Status Messages 7 Get existing data £ Get existing data - multiple &) Charts | @ Authorization | Event types: Detail level (@) About
[ secRMMCentral T Connect to another computer |\ Get existing data filtered [ Receive new events All [ wites [ Administration [ Simple @ Help
[ Archive & Clear Worksheet & Freeze [ Online/Offline [ Write Authorization failures [ SafeCopy. Detailed
Data source [event log and computer] Control Administration Filter secRMM Excel Addin ~
A3 9 £ -

A | B c D E F G H J K L M N [¢] P Q R 5 o u -
bl connected to localhost, event log secRMM

2 |Event Time Computer User UserSID Drive Volume Device Serial Number Model Internal Id Target File Source File Source File Size Source File Last Write Program Name Program PID Message Property Name Action Property Val

21 - secRMM Excel Workbook initialized

Install secRMM Excel Addin without using ClickOnce (i.e. over the Internet)
Starting with release 9.11.15.0 (April 2023), you can now download a standalone installation of the
secRMM Excel Addin. This is for computers that do not have an internet connection or environments

that do not allow the Microsoft ClickOnce technology. Please download the secRMMExcelAddIn.zip
(note that the zip file name contains the version number in it) as shown in the screenshot below.

secRMM Excel AddIn

Homa >> 3ecRMM >> Downloads >> secRMM Excel Addin

© Overview
y t L
¢ Download
) ver 1 (
¢ Documentation Excel Addin is useful for analyzing the data interactively and aiso f
% g e
P Video
tha 0g a 1
v Blogs secRMMCentral (which 1s a central reposiory of all the secRMM

3 SYStens

v Screenshots

o Features the steps in the secRMM Excel Addin Administrat suide (the 2nd link
" Release Notes

* Pricing

Item Download link

Excel seciMM
m g S RMMEsCeIWorkbook xisx

sec RMMExcelAddinAgminsiratorGuide pafl

Troubleshooting

Use the installed programs list to ensure the following are in the list.
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ﬁé’Microsoﬂ‘u’isual Studio 2010 Tools for Office Runtime (x64) Microsoft Corlporation 6/30/2011 10021117
_,; Microsoft Office 2010 Primary Interop Assemblies Microsoft Corlporation 8/26/2011 672 MB 14047631024
:?;‘:-Microsoft‘.NET Framework 4 Client Profile Microsoft Corporatioln ) 2/11/2011 388ME 4030319
Iﬂ secRMM ExcelWorkbook Sq.uadra Technolo_gies 8/26/2011 1.00.0

22 - Installed components

|§H H - (: |= secRMMExcelWorkbook.xlsx - Microsoft
Home Insert Page Layout Formulas Data Review View
i
— i e = G |
= B atibr A S = Enera
“— Ea- =7 $ - %
Fste ¢ |B L U Ora- EEETEFEFE H o
Clipboard = Font = Alignment P MNumber
Al - Fe |
A B C D E F G H
1
- Microsoft Office Document Customization x|
3 The following Microzoft Office solution cannot be loaded because a compatible verzion
a af the MET Framework iz ot installed: secRMME wcelforkbook. =lzx
5 For more information, zee hitp: A/go. microzoft. com/felink.S?Linkld=1359E65.
6 Dietailz |
7
8

23 - Missing .NET Framework 4.5

If you receive the message above, you need to install the .Net 4.5 Framework.
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@9 o-

= ecRMMExcelWorkbook.xlsx - Microsoft Excel (SR OB
Home Insert Page Layout Formulas Data Review View @ o @ X4
= Calib 11 - =g ol BN General - S Insert v
j * ibri i = - enera A i nse ,;T L?a
\ 2~ B Z U~ | A A E‘I_‘E $ % » I Delete ~
Paste ST s - PO o Styles .. Sort & Find &
; 4 - -3 Microsoft Olﬁct Document Customization _XJ
Clipboard Font "
- ~,  This document contains custom code that cannot be loaded becauss the location is not T
Al > & £ in your trusted locations fist: secRMME xcetworkbook xsx. If you trust this document Y
1 you can save and open R from a location on your computer. For more information, see =
A G C Mpcllgamoeo&eonwwikmﬂdd-mm -
1 | ]
- _ e |
2 |
4
5 ‘
6 [ ]
7| '

24 - Missing entry in the Excel Trust locations

If you receive the message above, you have not added the path where the Excel file
secRMMExcelWorkbook.xlsx is to the Excel Trust locations.

-

)
[
<

4l ) - seCRMMExcelWorkbook.sisx - Microsoft Excel o @23
Home Insert Page Layout Formulas Data Review View e 0
— O vijil v = = o Sy Seneral v A 2 Insert - Aw A
o 7\
3 B /7 U A A | EE B o $ ~ % I Delete ) A fi
> & |E - A 2 _>_<j
Clipboard Font
: y ~,  This document might not function as expected because the following control ks missing: ™
Al il - £ Sheet1. Data that relies on this conirol will not be automatically desplayed or updated, ol
] and other custom functionality will not be avadable. Contact your adminéstrator of the =
-I A g C author of this document for fusther assistance. -

e | (-

B W N
|

25 - Missing "Trust access to the VBA project object mode" Excel security setting

If you receive the message above, you have not enabled the “Trust access to the VBA project object
model” Excel security setting.

Uninstalling

If you need or want to uninstall the secRMM Excel AddIn, you can do so from the Control Panel-
>Add/Remove Programs as shown below.
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¥ Control Panel » Programs » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then ¢
r&' Turn Windows features on or

] Organize *  Uninstall

Install a program from the -

network Name

P8 Adobe Reader ¥ (11.0.01)

u@-Micrnsnft MET Framework 4 Client Profile

oo Microsoft Office Standard 2010

[ Microsoft Visual C++ 2008 Redistributable - x4 9.0.3...

(571 Microsoft Visual C++ 2008 Redistributable - %64 9.0.3...

(57 Microsoft Visual C++ 2008 Redistributable - x86 9.0.3...
i ea il QO R edistributable - x86 9.0.3...

[ sec RMM ExcelWorkbook

seCRIVIIVIDS

Figure 26 Uninstall

If you later decide to reinstall, you will first need to clear the Microsoft Office AddIn cache. To clear the
Microsoft Office AddIn cache, open a CMD window in Administrator mode and type:
rundlI32 dfshim CleanOnlineAppCache. Now perform a fresh install.

Using the secRMM Excel AddIn
Security considerations

The secRMM Excel AddIn populates the worksheet by reading the data out of the secRMM or
secRMMCentral event log. This is important to remember because only Administrators are allowed to
read this data. Therefore, you must always start Excel under “Run As Administrator” mode and your
Windows userid must be in the Administrators group on the computer where the secRMM event log
resides. Failure to do this will prevent access to the secRMM and/or secRMMCentral event logs. While
this may seem inconvenient, it prevents non-Administrator users from accessing the secRMM events.

secRMM Excel AddIn Ribbon (toolbar)

[] secRMM [[] SCCM Status Messages 7 Get existing data &%, Get existing data - multiple &) Charts | @ Authorization | Eventtypes: Detail level (® About
4 Get

nother computer | € Clea

[] secRMMCentral ~ [[] Azu ta filtered [ ] Receive new events [~] an Wiites ] Administration Simple @) Help

[ Archive L Co [l Freeze [] Online/Offline [] Write Autherization failures [ ] SafeCopy ] Detailed

Data source (even

27 - secRMM Ribbon

er) Control Administration Filter secRMM Excel Addin
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This section will describe the features available in the secRMM Ribbon. The secRMM Ribbon contains all
of the additional functionality provided by the secRMM Excel AddIn. In addition, you have access to all
of the functionality provided by Excel (filtering, searching, reporting, etc.).

The functionality provided by the secRMM Ribbon is divided into 4 major groups:
1. Datasource

2. Control
3. Administration
4. Filter

Each group is described in the sections below.

Data source

secRMIM [ SCCM Status Messages
[] secRMMCentral | [] Azure Log
[ Archive L] Connect to another computer

Data source (event log and computer)

28 - secRMM Ribbon Data source group

The secRMM Ribbon Data source group allows you to view secRMM event data for a single computer
(secRMM event log) or to view secRMM event data for multiple computers (secRMMCentral event log).
Viewing secRMM event data for multiple computers means that you are viewing data from the
secRMMCentral event log. The secRMMCentral event log contains secRMM events from multiple
computers running the secRMM product. For details on secRMMCentral, please download the
secRMMCentral Administrator Guide from the Squadra Technologies web site. You can also view
archived secRMM and/or secRMMCentral archive files.

You can also connect to Microsoft System Center Configuration Manager (SCCM) to view the secRMM
“status messages”.

You can also connect to your Microsoft Azure tenant to view the secRMM Azure Log Analytics data.

secRMM Checkbox

Checking this checkbox will make the secRMM Excel AddIn look at the secRMM event log on the
computer that it is currently connected to.

secRMMCentral Checkbox

Checking this checkbox will make the secRMM Excel AddIn look at the secRMMCentral event log on the
computer that it is currently connected to.
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Archive Checkbox

Checking this checkbox will allow you to open a secRMM or secRMMCentral event log as shown below.
You can select as many archive files as you want using the Ctrl-Click on each file you want or Ctrl-A to
select all the evtx files in a directory.

i File Open
] pe [
mv| . ® Projects » Squadra » Backups » - |4f|| Search Backups Pl

Organize - Mew folder =+ 0 @
IE Microsoft Excel = | Name Date modified Type
2] secRMMEventLog_D09152011.evix 9/15/2011 1:57 PM Event Log

[ Favorites
Bl Desktop
4. Downloads

m
—

;
= Recent Places

Figure 29 - archived event log file

SCCM Status Messages Checkbox

Checking this checkbox will make the secRMM Excel AddIn look at the SCCM status messages for
secRMM. The computer running the secRMM Excel AddIn must have secRMM installed on it and the
secRMM SCCMConnection property must be configured for this option to work properly.

Azure Log Checkbox

Checking this checkbox will make the secRMM Excel AddIn look at the Azure Log Analytics in your Azure
tenant for secRMM. The computer running the secRMM Excel AddIn must have secRMM installed on it
and the secRMM SendToAzurelog property must be configured for this option to work properly.

Connect to another computer
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3y Select secRMM DataSource Computer = | =

=

Select the computer yo want this Excel \Workshest to manage.

(™) Local computer: (the computer Excel is running on)

i@ Another computer: Browse. ..

User Id: Browse...

* Use "Domainiserld” OR "ComputerilUserld” format if necessary.

Passwaord:

* Leave User |d and Password blank to use your current User Id.

Test

0K || Cancel

L

-

30 - secRMM Connect to another computer dialog

Use this button to connect to a computer running the secRMM product or secRMMCentral. If you
connect to a remote computer, you can specify a User Id and Password if necessary. Note that for User
Id, you can use NetBios notation to prefix the User Id with either a domain name or with a computer
name. Once you select the computer you want to connect to, you can use the “Test” button in the
lower left hand corner of the dialog to verify that the information you provided to connect to the
computer is valid. The dialog that is displayed when you press the “Test” button is shown below. If the
test fails, you should begin troubleshooting by first validating the information you provided. A common
mistake is that the userid you specified is not an Administrator on the computer you specified. Also,

check the event logs on the remote computer for security errors.
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€ secRMM Test Connectivi p=h

Computer Name:  localhost

serld:

Event Log Mame:  secRMM

Test read access to Event Log.

[] Test read access to secRMM Properties.

Test Results:
Successfully read secRMM Event Log on computer localhost.

Start test ][ Cancel

31 - Test connectivity for accessing secRMM event log

€& secRMM Test Connectivity =ANN X

Computer Name:  w20081
Userld:  w20081Admimistrator
Event Log Mame:  secRMM

[] Test read access to Event Log.
Test read access to secAMM Properties.

Test Results:
Successfully read secRMM Properties on computer w20081.

Starttest | | Cancel

32 - Test connectivity for accessing secRMM Properties

The “Test connectivity” dialog provides 2 tests. One is to read the event logs while the other is to allow
you to issue authorization commands to secRMM (and to view or change other controlling properties of
secRMM).
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Control
' Get existing data % Get existing data - multiple %D Charts
ﬁ Get existing data filtered [ Receive new events
47 Clear Worksheet ﬁ Freeze

Control

33 - secRMM Ribbon Control group

The secRMM Ribbon Control group allows you to retrieve data from the data source you selected in the
“Data source” group. You also can specify whether you want to take static snapshots of the data or
allow the Excel Worksheet to receive new secRMM events in real-time (“Receive new events”
checkbox). Lastly, you have a function to clear the worksheet.

Get existing data button

Use this button to get the data from the event log you specified in the Data source group (i.e. from the
secRMM or secRMMCentral event log).

Get existing data filtered

-

|| secRMM Get Existing Data Using Filter ||= CIff X

From:

[E/31/2011 00:00:00 El-
Taor

059/01/2011 17.00:30 [El-

Figure 34 - filtering events by date/time

Use this button to get a subset of the data from the event log you specified in the Data source group (i.e.
from the secRMM or secRMMCentral event log). You define the subset of data by specifying a start time
and end time. The data returned is between this start time and end time.

Clear Worksheet button

Use this button to clear the data out of the active Worksheet.

Get existing data from multiple computers
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=y

% Get data from multiple computers = | E 2

Flease specify the computer names (one computer per ling):

Import ][ QK ][ Cancel

Figure 35 - Get events from multiple computers

Use this button to get the data from the secRMM event log on multiple computers. You put one
computer name per line in the windows. If you have an existing list of computer names, you can use the
import button.

Receive new events Checkbox

Check this checkbox if you want to receive new secRMM events into the active Worksheet.

Freeze button

This button acts as a toggle to freeze and unfreeze the “Receive new events” function.

Charts button

This button allows you to chart the secRMM data.

Administration

@ Authorization

Administration

36 - secRMM Ribbon Administration group

The secRMM Ribbon Administration group lets you control the secRMM software on the computer that
you are connected to in the “Data source” group. This allows you to control either the local computer
you are running Excel on or another computer in your environment.
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Authorization button

The list of secRMM properties and their values are displayed. You can click the editable properties to
change the value. Note that from this dialog, you can also invoke the SafeCopy Approver and Device
Tracker programs. One limitation of using the Authorization dialog from within the secRMM Excel AddIn
is that you can only change the secRMM computer configuration. If you want to change a secRMM user
configuration, you must use the secRMM MMC. Also, since EnableRMS, SCCMConnection and
SendEmail take passwords, these secRMM properties cannot be changed in the Excel AddIn.

® secRMM Authorization: localhost = ':'
&} SafeCopy Approver g Device Tracker

MName Walue

»

Allawed Directories

AllowedFile Extensions

AllowedIntemallds

Allowed Programs

Allowed SerialNumbers

Allowed Users

BlockCDROMANDDVD Writes

BlockProgramsOn Device

EnableRMS

FailWritef SourceFileUnknown | on

LogSecurtyEvents As Failures

Log\Write Details

MaoniterCOROMARdDVD an

MaonitorFloppy Drive

PreApproveSafeCopy

Require Smart PhaneLogin

ScanDevice

SCCMConnection

SNMP

Version 5.1.00

Figure 37 - secRMM Authorization dialog

If you receive an error using the Authorization button, check the computer you are working with to
ensure the firewall has been opened for remote administration. The error you will see is most likely
“The RPC server is unavailable” (shown below). To resolve this error, type the following command on
the computer you are working with: Netsh firewall set service RemoteAdmin.
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secRMM Login [

The RPC server is unavailable, (Exception from HRESULT: 0x800706BA)

L
38 - Firewall blocking remote administration

Filter
Event types: Dretail level
All [0 wwrites [ Administration Simple
[ online/offline [ write Authorization failures [ SafeCapy [0 Detailed

Filter

39 - secRMM Ribbon Filter group

The secRMM Ribbon Filter group lets you control what secRMM events are displayed in the active
Worksheet and also to control the level of detail for each secRMM event in the active Worksheet.

Event types

All Checkbox

Check this checkbox to show all the secRMM events in the active Worksheet.

Online/Offline Checkbox

Check this checkbox to show secRMM Online/Offline events in the active Worksheet. When a
Removable Media Device is plugged in and the Windows Operating System recognizes it, a sscRMM
Online event occurs. When a Removable Media Device is unplugged and the Windows Operating
System removes it from its list of active devices, a secRMM Offline event occurs.

Writes Checkbox

Check this checkbox to show secRMM write events in the active Worksheet. A secRMM write event is
generated when data is written to a Removable Media Device.

Write Authorization failures Checkbox

Check this checkbox to show secRMM write authorization failures. A secRMM write authorization
failure is a secRMM event that fails a write attempt to a Removable Media Device due to a secRMM
authorization rule. A secRMM authorization rule is based upon one or more criteria:

1. Userld

2. Program
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3. Removable Media Device serial number

Administration Checkbox

Check this checkbox to show secRMM Administration events. A secRMM Administation event is an
event which logs when an Administrator changes one of the secRMM authorization rules or any of the
properties which control how the secRMM program behaves.

SafeCopy Checkbox

Check this checkbox to show the secRMM SafeCopy events. A secRMM SafeCopy event is an event
which logs when an end-user is using removable media.

Detail level

Simple Checkbox

Check this checkbox to display the secRMM data at an Executive level. Specifics about the secRMM
events are hidden.

Detailed Checkbox

Check this checkbox to display all of the secRMM event data.

secRMM Excel Data Columns
This section lists and describes the Excel columns that are defined in the secRMM Excel Workbook. All

of this data is derived from the secRMM or secRMMCentral event logs. From anywhere in the
Workbook, you can double click a row to show that row in its own windows as shown below.
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A

B D H I

i)l Connected to localhost, event log secRMM

2 ¢+ secRMM Event Viewer: localhost, event log secRMM (= = 2 I\mb—'M
3 — — - S —— b S
a & [ Previous l l Mext ] b Sh
5 7 Sh
& write completed MName Value b Sh
7 write completed | | » write completed b Sh
8 write completed Time 09/30/2011 07:53:41 AM b Sh
9 write completed User Tony-PC\Tony ] Sh
10 write completed b Sh

Device Description | Removable Disk

B Serial Number | 2CB43506 ’ >h
12 b Sh
- Model SMI USE DISK USEB Device i
13 write completed — _ _ . ] Sh
14 write completed Source File D:MProjects'Squadra*Backups \D08282011_v1_0_10_0_CODE.zip - <h
15 write completed b Sh
16 write completed 09/30/2011 07:57:50 AM Tony-PC\Tony Removable Disk 2CB43506 Sh
17 write completed 09/30/2011 07:57:50 AM Tony-PC\Tony Removable Disk 2CB43506 Sh
12 SN 0c/:0/2011 10:32:52 AM Tony-PC\Tony[interactive] Local Fixed Disk  40FOEDCD W
19 hwrita rranlatad  Ma/20/90111 10-22-52 AR Tanu-DrA Tanr I nral Fivad Nicl ANENENTT WA

40 - Viewing a single row of the Worksheet

Event This is the event ID translated into meaningful text.
Time The date and time the event occurred.
Computer The computer where the event occurred. For the secRMM event log, this will

always list the same computer. For secRMMCentral, it will have all the
computers that are forwarding their secRMM events into the secRMMCentral
event log.

Configuration Target

The name of the secRMM configuration which is either a computer or user
configuration (policy).

User The user that is associated with the event.

User SID The user SID that is associated with the event.
Drive The drive letter of the removable media device.
Volume The volume name of the removable media device.

Device Description

The removable media device description.

Serial Number

The removable media device’s serial number.

Model The manufacturer model of the removable media device.

Internal ID The internal ID of the removable media device.

Target File The name of the file as it is stored on the removable media device.

Source File The source file involved in the write operation to the removable media device.

Source File Size

The source file size in bytes.

Source File Last Write

The source file date and time that it was last written to.

Program Name

The name of the program used to perform the write operation to the removable
media device.

Program PID

The program PID.

Additional Program Info

Additional program information (used in cmd.exe, powershell, vbscript and
jscript programs).

Message

Any additional information secRMM generates for the event
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Property Name For Administration events, the name of the property involved in the event.

Property Action For Administration events, the action taken on the property involved in the
event.

Property Value For Administration events, the value of the property.

Previous Property Value For Administration events, the previous value of the property.

Property Target For Administration events, this will specify either the computer configuration or a
user configuration. Ifitis a user configuration, it will list the userid and the users
SID.

Property Operation Status For Administration events, the outcome of the event (i.e. successful or
unsuccessful).

Contacting Squadra Technologies Support

Squadra Technologies Support is available to customers who have purchased a commercial version of
secRMM and have a valid maintenance contract or who are in a trial mode of the product.

When you contact Support please include the following information:

1. The version of secRMM you have installed.

2. The Windows versions you have installed: XP, 2003 Server, 2008 Server R2, Vista, Windows 7,
etc.

3. Whether the Windows Operating System is 32bit or 64bit.

4. The specific issue you are contacting support for.

About Squadra Technologies, LLC.

Squadra Technologies delivers innovative products that help organizations get more data protection
within the computer infrastructure. Through a deep expertise in IT operations and a continued focus on
what works best, Squadra Technologies is helping customers worldwide.

Contacting Squadra Technologies, LLC.

Phone 562.221.3079 (United States and Canada)
Email info@squadratechnologies.com
Mail Squadra Technologies, LLC.

World Headquarters
7575 West Washington Ave. Suite 127-252
Las Vegas, NV 89128
USA
Web site http://www.squadratechnologies.com/
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